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Audit Report

I. BACKGROUND

In the Federal Government of Ethiopia Financial Administration
Regulation the office of the Federal Auditor General is required to
conduct audit of consolidate accounts of the Federal Government.
Among the component in the financial statement, public debt has
substantial amount.

The Debt Management Directorate in the Ministry of Finance and
Economic Development uses the Debt Management and Financial
Accounting system (DMFAS) developed by UNCTAD to manage the
recording, mobilization of funds, debt service operations, statistics
and reportingof public debt information.

To provide reasonable assurance about the achievement of the
public debt management objectives with regard to reliability of
financial reporting, effectiveness and efficiency of operations and
compliance with applicable law and regulations, internal controls
should be designed and implemented by management. In this
regard our objective is to check the adequacy of the internal control
specifically the information systems controls and provide assurance
to the auditee management and the parliament about the reliability
of the report generated from the public debt information system.
Therefore, the purpose of this audit is to undertake information
systems audit on the Debt Management and Financial Accounting
System (DMFAS), to be able to provide assurance regarding the
adequacy to the general and application controls.

The matters mentioned in this letter are therefore those that were
identified through tests considered necessary for the purpose of the
audit and it is possible that there might be other matters and/or

weaknesses that were not identified.
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IT. OBJECTIVE

Our objective were to ascertain whether the public debt information
system has adequate General and application IT controls and the
controls are properly implemented.

It focus on examining and evaluating the adequacy of the operating
and administrative procedures, practices and policies to obtain
reasonable assurance that sufficient controls exist over DMFAS to
protect the application and database from unauthorised access; to
provide for continuation of computer processing capability and to
ensure that the input, processing and output of data is accurate and
complete.

ITI. SCOPE AND METHODOLOGY

The audit was conducted in accordance with the International
Standards of Supreme Audit Institutions (ISSAIs). These standards
require that the audit is planned and performed so as to obtain
reasonable assurance that, in all material respects, controls are
designed and implemented to provide reliable information.

Our audit focused on the daily operation of Debt Management
Directorate and the responsibility of each employee regarding
DMFAS. This report includes the evaluation of the controls over the
public debt management information system from January 1, 2011
to June 30, 2011.

Our audit procedures included interviewing key personnel in Debt
Management and Information Technology Directorate, reviewing
draft security policy and procedures, DMFAS user guide, identifying
and assessing the adequacy of general and application controls, and
testing the relevant controls.

IV.FINDINGS AND RECOMMENDATIONS
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Our findings and recommendations are structured as general
control, application control and governance issue. General Controls
comprise the processing environment including management of
computer resource, file access, business continuity and recovery
planning and backup of critical files; application controls are specific
to an application and ensure only authorised data is processed,
processing is complete and accurate and output is reliable and
governance issues are related with a number of responsibilities
concerning financial and risk management and internal control.
Effective general controls form the foundation for effective
application controls.

1. General Control

1.1. Security policy and procedure are not approved and
implemented

Ministry of Finance and Economic development have the
responsibility of to employ prudent information security policies,
standards and practices to minimise the risk to the integrity,
confidentiality, and availability of the debt management
information.

There was no approved security policy and procedure. Although a
security policy has been drafted by the Ministry Information
Technology Directorate, it is not approved and implemented.

As a result, it will not be possible to make accountable unauthorised
users, and even it could lead to exposure of organisation’s
information; and Systems and data are prone to virus attacks.
Recommendation

The draft security policy should be approved, communicated to all
users and implemented in all the systems including DMFAS to

minimize the risk of integrity, confidentiality and availability of the
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information system and make accountable those unauthorised
users. The recommendation is accepted,by the IT Directorate and
agreed to provide the draft policy and procedure for approval and it
will start implementation by the end of year 2011

Management Response

The recommendation is accepted, and as a result, the IT
Directorate agreed to provide the draft policy and procedure for
approval and it will start implementation by the end of year 2011.
1.2. The database and DMFAS administration is made by line staff
Sound information system controls dictate that proper segregation
of functions should be maintained between database and DMFAS
administration, with line duties.

The debt management Directorate was found to have one individual
who manage the database, the application (DMFAS) and also
responsible for line duties in the public debt management
operation.

Segregation of functions is not achieved if application administrator
has ability to provide unlimited access for himself. And as a result,
malicious or unintentional damage to system or non-compliance
with policies will remain undetected.

Recommendation

We recommend that aseparate individual who doesn’t have
involvement in the day to day operation of debt management
should be assigned to manage the DMFAS and the database.

The Debt Management Directorate explained that the duty is not
separated because they have only one debt management expert
who has been trained in DBA and DMFAS. However, the debt
management application and database can be managed by the IT

Directorate and the debt management expert can focus on the day
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to day function of the debt management and as a result segregation
of duty can be maintained

Management Response

The Information System Administration center currently has
adequate and qualified staff members to fully administer the
technical portion of the DEMFAS system. Hence, as recommended
the technical administration part of the system will be separated
from the daily operational activities.

1.3. DMFAS users passwords were weak to protect unauthorised
access

Passwords are a final layer of security protecting resources. A
password’s strength is the key factor in determining how difficult it
may be to gain unauthorised access to a resource. To enforce the
implementation of strong password management development of
password policy is essential.

Our examination identified the following deficiencies for the system
and database accounts.

*«  We found no password policy;

* The password length is not determined;

*+ The password combination was not determined and as a result
users are free to use alphabet, numbers, special characters, etc.

* The expiry date for users password were found to one year

* No record of password history and as a result one password can
be used for more than a year.

As a result, unauthorised users could potentially gain access and
control of critical service, servers and database leading to a
compromise of the information systems’ availability, integrity and
confidentiality.

Recommendation
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The Debt Management Directorate should design and implement
appropriate password policy to rectify the above weakness. The
recommendation is accepted by the Debt Management Directorate,
and during the audit we confirm that expiry date of password is
reduced to six month.

Management Response

The recommendation is accepted, Even though the system could
support password complexity policy, it was not set to force. Hence
it will be ensured that this will be implemented. In addition,
UNCTAD would be consulted regarding this issue as it is the owner
of the application.

1.4. Business continuity and recovery plan not developed

The objective of business continuity planning is to ensure that key
business activities are restored and maintained as quickly as
possible following any major disaster or failure that affects essential
services or facilities.

Business continuity and recovery plan is not developed for the debt
management information system, except backup taking and
keeping it in the same site.

As a result, any major disaster can destroy the backup and the
system at the same time and it may not be easy to recover
appropriately from disaster.

Recommendation

We recommend developing the business continuity and recovery
plan and implementing the plan to prevent the risk of failure to
recover from disaster. The recommendation is accepted by the IT
Directorate, to establish disaster recovery site, budget is already
allocated and the recommendation will be implemented in 2011.

They also agreed on the importance of having the business
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continuity plan. Currently the IT Directorate is taking back up every
day.

Management response

To establish disaster recovery site, budget is already allocated and
the recommendation will be implemented in 2011. They also agreed
on the importance of having the business continuity plan. Currently
the IT Directorate is taking back up every day.

2.0 APPLICATION CONTROLS

2.1. Audit logs are not maintained

In order to place reliance on the integrity of data generated by an
application a complete audit trail of transactions processed should
be maintained in form of an application log. The log will include the
date, time and user identification of input and record of any
changes made to the data

The operators log needs to be monitored and followed by the
security administrator to take corrective action promptly on the
incident of security breach.

The DMFAS 5.3 does not have an auditing functionality to routinely
generate, store, and analyse system log.

Consequently, Debt Management Directorate may not be able to
identify major security incidents, policy violations, fraudulent
activity, or significant operational problems, all of which can greatly
compromise their availability, integrity, and confidentiality of the
DMFAS and the financial data.

Recommendation

We recommend that the database administrator should be trained
on how to use Oracle RDBMS' audit functionality and improve the
security monitoring, detection, response, recovery, to minimize the

level of risk and threat to the public debt data. Or alternatively to
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upgrade the current version to version 6 so that, the control can be
implemented easily.

The recommendation is accepted by Debt Management Directorate,
but building an audit log in DMFAS and implementing this
recommendation is considered to be expensive.

However:

* without spending extra money to build the audit log in DMFAS it
is possible to setup and configure this control on the database
(ORACLE) by training staffs on ORACLE database management
system or

« DMFAS 6 has this control; management can also consider
upgrading the current version to DMFAS 6.

Management Response

The recommendation is accepted, currently this functionality is not
set in the system. However, it is possible to set this functionality
and have an audit log within the system even before the new
version (DEMFAS 6.0) is installed.

2.2. Duplicate Entries

An increase in the number of transactions that need to be
processed increases the risk that duplicate transactions will occur
and remain undetected. To address this risk, applications must be
able to detect and flag duplicate transactions.

We noted 29 disbursements transactions from the same creditor,
with the same amount and reference number are recorded and
processed without being rejected or flagged by the DMFAS system.
Recommendation

Disbursement input data validation was found weak to prevent
recording of duplicate data, and as a result to reduce the risk of

duplicate data entry, management should establish a system of
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checking recorded data by individual who is not involved in the
recording activity. Debt Management Directorate accepted the
recommendation and the issue will be communicated to UNCTAD,
they decide to design compensating control to reduce the risk.
Management Response:

Checking for duplication of transaction and/or inaccurate
disbursement data entry is done manually by staffs not involved in
the recording activity. However, as this problem inherent in the
system (DMFAS), the issue will be communicated to UNCTAD.

2.3. Luck of Resource sharing

One of the advantages of IT is to avoid data decentralisation and
enhance sharing of resource, and as a result it would increase
efficiency and reduce cost of maintaining duplicate data. In this
regard domestic debt management function is shared by Ministry of
Finance and Economic Development and National Bank of Ethiopia,
however the two institutions maintain their own data and sharing is
only manual, creating duplication of resources. The current version
of the DMFAS cannot support web enabled architecture to enhance
sharing of resources.

Recommendation

DMFAS 6 is a web enabled architecture which can help to sharing
resource between Ministry of Finance and Economic Development
and National Bank of Ethiopia from the same database. Therefore,
to utilize resource efficiently and avoid data redundancy
management should look for upgrading the current version to
DMFAS 6. Debt management directorate accepted the
recommendation. However, as the two organisations use the data
for different purpose; they need to look the issue further if DMFAS

6 meets the needs of the two organisations.
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Management Response:

When DMFAS 6.0 is installed, the National Bank of Ethiopia will be
approached if it is willing to share MoFED’s database.

2.4. Data Validation

Data validation contributes for better indebtedness decision; risk
management through more reliable indicators and debt statistics
and analytical work.

During the audit we understand that the Debt management staffs
were trained in data validation and developed the data validation
procedure with the help of UNCTAD. However we found no evidence
on the implementation of data validation procedure. During the
audit we observed that:

* No evidence of formal request for reconciliation of data with
creditors

* Delay of debt repayment not properly explained,

* Repayments showing waiting status due to recording errors
which were not detected timely,

* Repayments delayed due to incomplete documentation from
creditors were not followed up to make timely payment.

*The reason for loans which should have been disbursed, but still
have undisbursed balance were not explained properly.
Recommendation

In order to have confidence on the quality of the data entered in
the database and on the quality of the report produced from the
data base the Debt Management Directorate needs to design a
system of data validation with domestic (information from the same
institution and other domestic institution) and external (external
creditor) primary source of information in addition to checking the

completeness, accuracy and consistency of the debt data in the
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database. The Debt Management Directorate explained that they
have implemented the data validation procedure partially and based
on the recommendation then Directorate agreed to implement the
procedure fully and conduct data validation in a continuous base.
Management response

Debt Management Directorate has already prepared a Data
Validation Calendar. However, due to the exiting shortage of
manpower, it is not being fully executed. As the indicators for
completeness, consistency and accuracy checks are already in
place, implementation will be at full scale when vacant posts are
filled.

2.5. Lack of monitoring to Reference files and other standing data
Standing Data File controls are important to ensure the integrity
and accuracy of reference files and loan agreements to protect
information stored in the reference file and general loan agreement.
This information’s are critical to the processing and reporting of
financial and operational data. Weak control in the system
maintenance of standing file may lead to unauthorised and
uncontrolled amendments to the standing data as well as poor
documentation of the amendment procedures, etc.

During the audit we found out that one employee is assigned to
collect and record reference file information like exchange rate,
however we noted that, there is no system of checking by another
individual for correct and complete recording of these information’s.
In addition to this incorrectly recorded data can be corrected by the
individual making the mistake without the knowledge and
authorisation of the Public Debt Director or responsible body.

Recommendation
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To ensure the integrity and accuracy of the standing data Debt
Management Directorate should establish:

* Procedure of checking records by individual not involved in
recording the data and

* A system of authorisation for the amendments of the standing
data as well as documentation of the amendment procedures.

Debt Management Directorate explained that DMFAS 5.3 do not
have a constraint which allow to prevent an employee who have
accesses right to encode exchange rate from not correcting errors
without authorisation. The directorate agreed to establish
compensation control as per the recommendation and also to
inform UNCTAD if it is possible to prevent such activity.
Management Response

Data for daily exchange rates entered in to the system is checked
as much as possible by other staff when reports are produced. The
current version of DMFAS does not contain a user from making
changes/collections. However, this issue would be addressed in
DMFAS 6.0, and the problem would be resolved when the system is
upgraded.

3.0 IT GOVERNANCE

3.1. Lack of Monitoring DMFAS Internal Control by Internal Audit
Directorate

Internal audit plays a crucially important role in an organisation by
reviewing and monitoring internal controls on a regular basis. It is
also the first line of defence against fraud. In an IT environment,
the internal auditors should be entrusted with the responsibility of
periodically reviewing the IT security, general and application

controls for the purpose of preventing fraud and other irregularities.
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2.10

Discussions with Debt Management Directorate and the Internal
Audit Directorate revealed that no internal audit was conducted on
DMFAS system before as part of review and monitoring internal
controls on a regular basis.

Recommendations

Without an effective internal audit function, it becomes difficult to
monitor and enforce system controls. Therefore management
should ensure that the Internal Audit function is instituted and
accorded a responsibility on the system for the day to day
monitoring of risks and internal controls on DMFAS System.
Management Response:

The recommendation is accepted, Internal Audit in the ministry is
working in the review and monitoring activities, mainly of financial
and property administration. Basically strengthening the internal
control system in the organization contributes a lot towards
economical utilization and better efficiency. By appreciating the
recommendation, we continue to increase the skill of staffs through

necessary trainings to capacitate them to monitor the system.
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Plaloleth PG ASAC @LF QAPE AFOMO 5ALTT (@321 (T AS
W&-AFO 0, Po2H8L8% Povpamt XM &CE1TTT 19021 (o )IC
av oot 0§ POLNGOT T TEERTTTT ATS09° POCST LANTT AST
ATL9LPLCA LFOPN: T (/4 CAPI® OOTrt 410 L0 hPlnd-o
Wteno1e Pomiart Pl LCEETTT TECERRTIS POCSI 1anT aZaN
P°Covs. WIANT hCZ7° 60T AT hov/ld: fov-@ NP+ 214010 P9°NhC
OlL¢ T FANFEO PN AS T LCEFT A% T (TNLLT AL LIFN: (A&T
LCOE AS T ALCID (994C0- L7°CT o0t ooAaN PANT®: 150
ANLALD: “TAALPTG ACIRPT WT78.008% ALT 1LL1O LCETT A
AOLC NCES AFEMME eAAL /(AT (LS00 ANLALOT “7900,.° Neohm-T
@Mok7 DT A8 IC AN A@0eT 90/ PLCAA::

NH.U- aowlt 22003 (A Govt 1A 9°Covd. AIADNT nC7 o0 Prod-
ATPNPN AT 02N CASAT LCET A ThG 01018 T 415 14 14 PA- Vit
PPrAD PCAPA::

2. 1A 9°Cavs. R1ANT DCZ LT P2 1 Gav-i-
Pl WIP0PN, c2°CA

2.1 PhC7 60T 911

PLAAN I°Cav¢- RIAINT hC7 o7 CHRPav@- (APE ¢PC  126/1969
NP0y ot P OLYI° AANG O LCHTF@ 103777 AT PH POI9°L TG
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PoMNG4.° AT PAIANT O SCELT L2 A% T 212415 Ph8 T ov-07F
NKOC AT oot AV SCEART CNTOF A0 (APE dPC
25/1984 A18.A48LE WHOANT ©OKY VI AT L0 (ehhdI N14T
oot AT LCEATII P PN LCERTT LR AS T (191247
AL CIFA::

2.2 CAaS ¢Z°C NS ACR T

PLAN 9°Covs. RN+ hC7eTT PovporT ATE LCERT A4 T
C7°CETT ALCEE POAL HEMMNL QA/»2ANT OLIS Arol Ao NCE:
AR (AN ATCoIem CEAF eam- P

T6R"149° Adafol-th PSD ASAC /07T AST ATIHNG A0S A°lE
TULNEC  CZ°CET oA ANLAL®OT oolE WTS.PTES RRA
AT8.LLCT1 NIANE A28 PORT CLLIN::

AT £4.L5M A% T WHhGOT O3 PoLNO8At ¢7°CHTF vat 98T AU
ATICOY° RSPPCT LAM9° [HCUC] 67°CoF (1900 Lo P

MAsPC ¢7°CT P7L0am- AN PeTT PT 9417 (ATL £CET AHIEto-
PELN PLUMN a0QAmL T (AN AbG 0L T PATOT PAS T LLEPT
awlt (1971247 04 W7 T0°F [MAAE AAE PAS T HL/ Noomeb9® h& T
0Lt OhA oops P Fhpas o7 4.5 VS ‘1Pt @0gye
AN T F @7 (1909000 A& A4S AT EPT PoLATVFO G o

89> ¢77CF AL P720m-  ANEEPPT (A% OPF PTLLAVTO7
P1UIHNG P04 FEARTT PRPPCT PAWLC Lhovt'F 1oomB9d® A'TH VT
FEATTE  LhortF AL 97 9L ACYPE ovong  ATSANT
NaoA% o700 ¢ Y~ eoLar0t jo-:

2.3 76 O0PLG NIOY
nC7 &t 12003 M+ Gov b (1092 PTG PHGOGTA. Yol I°Cov.-
19061 R7L900HFAD PCAPA::
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+é-| av)pemy et gavi- NE-r oo
*. pre | ey | T
1 | PAILT LCERT A8 9o | 169 | 177 154
2 | PRIANT  O6RS  POTN4-4.9 | 66 75 68
LCOAT AG T avges e
«9°C 235 | 252 222

hAe w7etovphta 2003 nr0r (1L7°CT AT hodS IC 0190C (17
C7°CET heeas 02002 0P 9ovt nh@r IOC A4199C N30 &7°CT
®L9° N14% NN AALLEA:/LY PLANT A8 T NA7E W Ph7e £CET
PUATS DI NAL NE T LANAST PTLLIDT U LenI e/

nve® 0-Fené PC7 6N Nao 70t T CU-AT P40 LCET7 1AN
Aot - ALINLL  AWPTIANYIS  MNEF  Gook NC 559,211 0.
APV

24 PhC7 60T OO DLA VT

012002 AP+ 9ot avgpld Pwl-A5o. At 112 2104 Ar7E02003 08T
qav @Ot Chdbme 147 h9CLAN L@ AL Pmé 6 NMrlS PA1AAN
L0 e4HAP 1 AS N4PSTo OHOSOE 2 Qeory @ 012003 0E-F oo
LA 116 Wt T T WL T O-RA::

012003 NE-F govt avgpld PINLO: A BSLA (ov-¢ OAPHT TELATA
AGACT 77 T PANTSLC 38 AG ATE CFIVCTS NAMS wiATT RV

o PN

2.5 PO@ LA AmS7 (-Herah-t

nC7 & 0rELav( %497 RILE® PRGT ov-f 1LOAAT POLSNCNT75
A6 QY ov-f 1 A C LI OOT 07 AT TTA P9LLL107F T
TPIH ATLUT PLI° AA TIAZA::
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(HY9° wliqt (AN ANC D970 AANST70  AG  wCh4L8
AMo73 0 (ACCA) P22am@% -+Adh Pav-¢ Ut PLCEE A& ACT
Ar8NJFa OTIHAS (VL A78.09° (@PRAGT  APLS 22 witT Ty
M“INT"IC AL LI A

hHwe° O-Hen?¢ OAIC oar GA- We&1H5 e H9°vCt +221F +9°VC I Fo-7
W FCeE LHBATO A%7°74% A-FET Anh PCN LH 40 1007 296 ANT
ek

Phl T ov-f eA PMES thFdFL AIVCTS AmS ANGTOT ATLO1LTA
N%A9° Ada L8 eJamy T ooy nC7 6N (HY 1L Awetd
eolmm@ 2Ams TmTNE a2emi LTCATA::

2.6 PhC7 &0 P4-L9I0 A7POLPNO

PhC7 6l P, 9°358 N3 PG a0 3P AN LCEAT PhAS T
AAF Qeeam . POLeTTIo 0, AVTiNFTICI®  hUAN 210G
hh74 LCP2T 090717 he-2 s 012003 0EAd Govd (0P ¢ LeHO-G
RIANET RNGOF LTI U, ATS09° 246077 A“TMG5OT PO Dh S
A0 Ok, LLLAD: LI A7L700TAD PCOA::

£2003 P4-£571N O0PLG N0

avoppen, 10, O¢n, TCe
AC AC AC

0P L 9,942,283 | 7,484,017 2,458,266

nr-; 11,555444 | 7,816982 | 3,738462

N3 Qernae /0°7/ | 1,613,161 | 332,965 1,280,196
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£2003 PO+ Nr@7 12002 2C A'190C A7LLNTA® j@-::

0, D6, P-tmé TCT
0L Hov? qC G NG
2003 11,555,444 7,816,982 3,738,462
2002 8,529,102 6,155,299 2,373,803
ALY QooNar 3,026,342 1,661,683 | 1,344,659

NA7MEH A7Ltampanto 22003 €105 o6, 170F RS ¢+Mé- A1CE 12002 OC
A790C he: PA ao P’ PAPLA::

3. 012003 0L Gov QLA 9°CoPe- WA hCZ o077 AT (A PAST
CCOAT PAm PAS T A0t PP T

12003 OE4 oot w44 LM PorAT PACTT  LCEATS  QHAChS
phRRave SCELTF 99 Wr (ATCAR L a0 7NES (@6 av It ¢4 HNNC
POLNG O TEENET LA LA 146 (L£9°¢ 245 (A ¢PC (KL (8T Yool
PONT 25 TILe (ML LAFTw- W91 P12 oyl @9° TP o0 PPAl RIRKIL:
AV ook C-ToNL. ) GFm-::

MATHY L7°CHTF eHam® (A% T A0Eeet 98t A4t : 14d.r eaaT
ANT 227 (Unqualified opinion) 4400 937 144,70 fANT An4e¢-1 (Qualified
opinion) P40t 144 T A®9> po1L8mAL0T ANt PP (Disclaimer opinion)
PELNNT 7 RGAPOCITPoL N R YR T O (1£:9°4 245 Flw-::

4. PAS T PT PT VIATG PO7A9L YANT

12003 N1 Yoo NA%T ACON hC7 NS NIN A4 T LCHEAT L1V Fo-
AT ARLE C7°CH P Ao /(LJT7 WRLNT Pav s o1 N1 & C AT 1A
AS T C7°CF ROV PP PRLCEAE Lhoo G 421 AP PN 1+ AT 110
Ph% Tl C7°Cl oot AE9° Aoom-0L PUILFAG PO Po7LAN PhG T
C7°CT RILLAT  PLRLNSTo- NN NASACT Adteet etwemnlTo-
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CCHEAT UG ho-at Yoot 1AL YAVT @7 A% T LANLLTE CCHEAT HCHC
A7L0TA® PCAA::
41 a%9® AONENT PPILTN Chl T AL CPLNVT @

A%9° AoALNT P792FA (Disclaimer opinion) Pa% Adtgee 1 ¢HAMVT®-
Cao ¥t AV LCEPTS AP ET ALAM PFA PGS PGS LhoofTS
CLAN ALCH THEATT ¢Th PCNPA::

411 ChThdTsS @494 AT &CPT

0% 30/2001 ?+mS+Pm- PLCEE 1AN Nao-AANCY7 avl?l hG ALT
h8 T HLCT PPLND Phl T ANTEL T A7L9UntTAD- 1D-::

AL 30/2000 AS 2001 P+mSeb@ PLCEE 1AN AST ¢1£41 L7
has LA P9 LT (P1Me) NC (54,080): £oLa00N 9°CF ANC
(66,204): n9™ T NC (17,519):¢Té 13NS Pa%h 1A ONC (10,416)
oA 0890 PYAN  TIHST@ AL Ago@in  (ATLANT14)G
APt FLCT NECEE 1AM @-0T Nooht T

N9 02T 1A hi-fHo ONT NC 1.41 “LALT AIATAT AOM:
PUILTN  PaoAPOm,  OPDT  aoFLTOG 9IS oomONES 1A
PAFHNAT @ NPy

NFANALYT N3P AN 00T hwed@TG nthafe AneT Aanan,
440 OmPAA NC 3,193,484 AS O+h4 nhhfHO- HAN @-0TF AC
3,811,479 ATALE QATHHNT PoLhLA A AAGT Gao T PHLG 9°39°
ATPOPO  PAAD  OAPFE PNé havdde havHI  AISWLH
ATEBAF NS Pao 3T AT CCERT AEMME AL LLAD-PI°
ANNAGA ooMSPEe US40 4L PATT Moo+

NTELAFLRNIS Coo?0T ATTF SCERT EMMS  WETN. OhA
0L PNEC NP1t ool AL PTT 9°CH AT hIDF NLC
PTT (LWPF: PovEanl P PNEC ASP O 30 /2001 evhS7F N.SCOTI°
ANMU-T  PAThEN oG ¢

w8 PRLLIDT BT Govt AN @9°C PECEE Phméboo nPié-
THNF ANC 11,517,626 av&lhed PALA: QUT hhavdnt Pav3l /ot
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A%l ECEAT ooddo) e hPE £.25/1984 Arbk 39/4/ Chte LCET
Ptmeé-dbao nPid- CHhEADT N3N 75% LUN NECE+E hLLh ALCEE
ao@ L0 e RIRPY LLT1IN: NANY N8 YA aoAem, P
PLCERT MLy mA®S (Going concern) aowl-t h&Cl1m- Ao
NE 29219 29177 PNHFA NooP'r & PLCEE Ne- PavdbmA
AADG Amé-Me PT ook

A8 ACTE VN8 PLAN o0 7ARPF AL ANT£0T hovhmdt +$TOA:

LCEA OAGT GavdT19° +FavddL Pas 1 A0 CTOAmNt A7 LUT7
Otoopnt oo/ TF7 ALCEE €76 hovd-C NCL A4 T +L410. A
NPLND a8 T L7°CT AR PHOALMT ACIE ATSINOAT MmE+T P4am
UATE PA9°:: PF9° 1chh 5 7 2002 Nil-LNJLHNTG Cov ¥l AT

LCEAT

+SMML W VFTI@ ovlB aow/lq SCOE NNeH YeT AL

ao P17y aol S T A
4.1.2 e@Y &AL ~é- &CPF

0% 30 +7 2001 PtmSPea PLCEE 1PN 12174 ATLAS h-07L0
a8 HLCT PPN 88T ANEELT P ThA PCOA::

NA%s 30/2001 P491 LT $mé- NLLTII® @Mk hooHI IC
AT8.o0ANC  ANTLLIC:NFaTT49°  NCh 1% PRLOANT @G
ALINTN 918N £, 02 PF NN oo HIN @-OT kA
0-HaNAan, 42N Wl geo o0t NC 27.3 TLALT AL N
ALANAN  oomONEe NC 2912874.43 ¢+LHAT AP7  Luo°
ANChJ~ GaodT ALADT P49 ‘10

Wt eo000N 1.8 29487 1PN o0t NC 327,940
LCEAT hAPd W tTT PoU4079 AAAN NAgeFA Amé-TNe
ao P

ThnagE  eAI®-  PHONAN, 1PN (abnormal  balance) G
3,076,023 ‘FanAst CATLIIMS (E P07 T hAavFd.:

PTPPT O LT TINNG P7H 472 121 NC 755,149 NAanss.
NFéme- hdaol I 1m-:
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o a4 Al Fan Fh48 UPIN oo IS Adufeld-d UIC @-OT
M, WN2ANT AZL7LNLA WH1A0@- 1PN aohh ¢NC 1,659,069
AR a0§4.:

e 0+h4L 12N htevAht@ 121N NC 2.61 “L.A87 AL N
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ao P

e NANT -+hd.L 1PI0T @0T htfHO 1PN PPLTHh4L 1P
NC 714,478.16 ONE 2INLE CA+HLIL NoaoPr-:

N&CEE:  AHNIE+F® NPLNT CUAN oA RDPTF AL ANTELT  AovhimT
ATSATF A ASATCTE IAAPA::

AT Goog- C&CEA UAN A& T +LCT +ovddg hhEeT 4NNt
P3G TN ACIPE Adee®dNST NaoPdh 1229, P2I0Hhhe ACP°H
+TONL ATSINAATD NIMGPI® h&CEEI 1 hid- hovd-C NCS Ham
IoAT PAY::

4.1.3 Pav 1t T WETA.

s 30/1999 PHmGP+® PhLINM®. LAN NYAN 9°Covi- hWINIA-T-

hC7 607 b8 AHLCT PPLN® A& T A0T£P T T $COA::

NS 08 oohem@- tovdnt@ A0NAN, NC 6.5 “1AS7 ATALR

Pavy 1T ao/ AT PhhdA AT ANNN hAaoFA €S AdToT777

aol % CAPLONT NaoPr¢

e N1 THNG A% 14N AL PtevAnt@  PAtAgoL  TIHG

(Negative balance) NC 6.3 “9.A87 A7% T Ah0T ATLFAS
NS 08 oolhm @ htoopnt@ P14 TIHANG 0% TIH7T AL
A7 AILEPIN AL U9 ANC 374,578 007 N, Ptovhhta-
n%ov (AL AZ°7 NATTATA AP (& 2IN4-LE LOTOmar
Neo'rs amPAL  ¢T¢é  THAS  Pa%h LAk TandgyT
AN PG QAGo Tk
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N7 Lo N 0eePT AL PhavdnkT PTALE MR LT
NMPAA NG 4.2 29087 A OmPAA ANC 2.41 72087 0.
NALEIND P1AN oo IARDT AL A9°F AT8ANTovANt (¢
TINE-LE CATOMNT Noo P+

NS 64 oo20em, PtovpAnt® PANGSPT AN @-OT AC
25.65 LA ALHIC Gaod ALhLA A9 ATREPS
CALINGD  FANAT 08 NAPSTO® N4S  AATT  TIMNE-L8
NAooam-k:

ntmé-tar@- VAN AL NC 168 “TLAS7T NDeR, A7S+10 (writer
offy ¢447 AP? hHy @-0F NC 72.6 29487 +29° QA
NALTID 2C P4 %99 MLt Moo 32 FatH 0L nAA
a1 S GHF C AP PHANLS Pl NC 731
ALY APLT PN AALPT Aee oomaNdf eHLHS NC
22.43 AT A4 GooJT @k, DOV OANAN, P4 LH
ALY PACLA: ATHY HLET ARAAN oo P 0I T PHAASNT
eCan LS AALLONTS PoomONEfe AN ATSN0LH 20N
PHam@  Ahd  FAHH  AOAPLO0T  URZr QALAN  hoo
aw/lH FanAErt 9904t QAooF

AEIND P2 AN AhGA PUL@ NP9 ANLY  PLHO-
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NUANTS 08 aoAm® ArLAANAN, PHovAnt NUPF9° AmPAAD-
NC 283.9 29487 +hd2 1AN heomNEf U (reserve
account) A78PIN /ATANLH TLCAN: PL@- Thd L NC 3.3
TNET AU NUAE 08 aoaem@- AL NG 30/1999 -ANAN,
YA @0T teednhA: LU9° PS ALINLO h1992-1995 NC
85 “LAL7T Phi-8 AN ChdA A7 Alv AN AL AT
ALLO AZLFAT hoomONE? UAE AL hAL PhovAhta 1A
N9°7 A8t WS PhhéA-9° Phe-2 Fhn 04 2V NF DAL
e 7INLEG TMNE-68 A PCN QAo Fh-:
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PLLI® e AANAFT7 Noo@hd Moo 77721 AEOLAVT@- 0
a7 64 T0NA° ANTh PHhdAam- 9L M £ 05 hee NG
20.63 7087 PooO NN 62N NNMY° HPHE AP Noo-n N6,
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Nt 68 oo?nmo 0HONALYT  Phovandt@ NG 59.52
TNET ATHALPe D PREATCT PLOLe Aee ANChF  Gov St
P0G L M7 1AN CNHhE @@9° N7INF 1Lt AL @8A
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ANANT oL@ 9°7 VA ALY OAov @+ PHMe- THCéT
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LV NF NAoVP'rG AT AN ®L9° ATLA®NIS ¢
TCE hmP+9°7 070AL TINLEG NE 2IMNL-4L MAavPlN NN
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TN L A

0+em149° NChF PLANS LT hfPH LhootT L7°CT
LT AT NHAL ALIN@® heLeNt8L LT 0BT N,
COLETY LPI9° A78E71 ML N1AN aoHIN aoHIN PACES
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Phmé-boo  CéH TN AIEAPT  OAYLLLCID  AhLALD-
n-thhe CAFLLINT Noo P
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MALI0.@ THIE4® PPLT PUAN o0IABDPT  PIAP° Ade £UAN
AWL-C LLBPT vkt CNTHIES N EmenT N80T (ES hATY ovlE
NATITi3TF® Adt£0T oohim A1SAFN h8ACTE INAPA::
NHU- oowl AINVS AT 0677 Ck (R 180T AL Po90Hahe ACP°H
NAo®NS A8 INANT  Noo/03T7  Fmed  N-HOam@-  9°AT AhEIN-
TCET NPLLED Aao@JT TL hPLLT WILP'IS ANhAUT:

e hOHE Phé-g TONALLT AMOE POUTATTE LU0 07
NaoAP T h2000 +né-T: haOPTG WA Ade LCEFT
hog 188 2UC 2C Ooo400C 0ChF Cav 3271 1A
AOANAN  ooFATS  +6 HONAN, 1ANTT  A74.074  h9lck
+ER N7IMé-T AL o't

o NUAJNTLIC IC NooHaNC CHALE PLACI® W NEC 08P
oGl $TT ooP'r7E

o ALIN® CTOLY LETF NAPE AT8LOTSLC havllT MNH4C
VHFCErE a®LAT®F P7LLLIIT PR 003 AG PRI 914911,
T hAFENG  CH@Lie T PHAGNT PO AN
Hoo?G hrHU- OC +PLH CovM 48 (Fnnd oo HIN NAa0TTH:
NChg FICT ¢ NooPr  Qu7Fr  ACNvEMhA ATPOSO
APTLLT AIRPIS ALIN® POLENHSL LT 0BT HooSP
NPT ooAn  P29R4-EHS  COANTTE T, RISS T
09147 POAT $mé- TCEERT +CA $+meé-@- CmsS+d NP7
POAPE CRHI 99201m, (aopnt hafh AN oo h8eC OC
Noo NG POATE NCH APFHIE ATLOLTT TAR A

4.1.4 h80 AN RHCAA PS oo/t

‘s 30/1998 ¢+mSe+m PRINCAAD PG avo/0T P4 M€ Gavt
YA NYAN 9°Covd- WININT hC7 o077 A8+ LG PHTIm
-t A0 HA®- PCOA::
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NA%: 30/1998 PUATS 64 oolhAm @ PtovAnt® P188S POT
4AN NC 1.68 “9A87 N& PEMé- ovlB ALPCNAT 014
ao)pm,@- Novh--: ALY “I0-Fhhe 97247 NYAN oo 7Am, DT
AL hGHE AT 220200 A oo :
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AT8ANOTS N1AN ooAm®- Phovpndt® PageT AN NG
3.34 TLALT AL Ago&lD ANPLA® AP AILTPIN OE TINELS
ECANM ao P13

0-HaNan, 240 ehovpandto 079°F ANC 52 “LAST ANChS:
Gao T AZANONN PHPS hHv @-OT ALANAN APé ATLTA 1A
9°19° oML  PAFTLHAT: A8V RHICAA®  (Oh7
0770128 AANNDVT@® AooFA 9°39° ACTIME OAVINT U3 AL
aoP'3

NTé& TIHNG N7 1410 Pteeant®- NC 16.00 “L.AL7 NAaoFs
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Aaon- N ANVF DL oo Pk

PTSL 1TING A% 1Aan NC 1.15 29087 PATAowL TN
(credit balance) a7 AhaT AZLFAGT hAL ¢tavahtar PTé
170G 007 AN AL hooflh (&1 AT ATLH+10 (4
TL-LE CATOM Nao P :

nn oen, PP SHALE NELEDT NMPAA NG 51.45 99087 AS
-HALE M PTF  (deposits) NmPAA NC 58 29487 N0 1AM
TMJo+e (Bank statements) Phovandt  N1AN a0 7Am DT
AL A9°7 AISATI00LES PtaoAnk9° hPh 09°7 ALY UsT
ATV ATINGTS TINE-LE avTT T hhaoF -+

NS 08 ooldm, PtovAnt® T4 TIHNG 07 140 NG
13.73 1A% 007 M, PP 1AN a9 C AT LV 1AN hi
oo (AL PHPG ANTRNAGTE OE 7442 CATOAMNT NooPy-
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PTe TING A 1AM CUME FAaAEYTrS A1o'
NTUITT hhooFp-: f

0-+h4g-g 10N PrhevAnt@- NC 38.16 “1AL7 ANChS Gavd-T
ALhLAN P4PG A°T A28AThéN @LI° Thnds CRHICA LD 05
AN & 7INE-6P aoTTT LATTFA NooP'r:

N2HCA DS 0FA0S  ECET oo 9°39° CL7°CT @g9®
PLAN oINPT A@-O-T  0AovS¢ ool 7 1LANT
Ho-@-CS TnadsrE A%14.21T GAgeFa:

N1NS AhSo AT TLLNEC 0TI 9949199, aowlqt (0
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99087 CRHCHED 9°HIN 1°710 PoLLeAL Nao P :
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PATFA: o' r9° ALY U-A- OE 71NE-6° aoTT T QAavFh-:
079°+ PoO® NG 1.5 “LAS7 £71.20MN (Nhué-P 07 TP 2C
POy PRINCAAD OCE PUAN oo IAm, DT AL eA-tavAnt
Nao Pt

Mg (FHEHG T 78T NRHICAA®  AHIE+T®  PeLn-T 1A
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